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Abstract: This paper presents a systematic review of the contributions of asset integrity and
process safety management for the safe operations and sustainability of onshore petrochem-
ical installations. The review highlights how the two systems work as prerequisites for
minimizing industrial accidents and preserving the environment. Their contributions to the
management of safety-critical equipment and the integration of the emerging technologies
of Industry 4.0 are provided. Based on a systematic review of more than one hundred
academic papers and gray literature, the authors highlight considerable gaps associated
with the operations of the two systems mostly functioning without integration. The au-
thors propose a new conceptual framework, integrated asset integrity and process safety
management (iAIPSM), to address the gaps. This review provides insights to strengthen
operational safety, ensure regulatory compliance, and support the advancement of the
United Nations Sustainable Development Goals (SDGs) within the sector.

Keywords: asset integrity; process safety sustainability; onshore petrochemical installations;
integrated asset integrity and process safety management systems

1. Introduction

The oil and gas industry, one of the most important cornerstones of the global economy,
is profoundly anchored in onshore petrochemical installations. These infrastructures are
pivotal in transforming crude oil and natural gas into a spectrum of high-value products
such as gasoline, diesel, and petrochemicals. Despite their economic significance, these
installations operate in an environment fraught with inherent risks. The complexities in
processing highly flammable and hazardous materials make safety and asset integrity
management paramount. Reported incidents at these facilities often stem from equipment
failures, posing grave threats to human life, the environment, and economic stability [1].
The repercussions include fatalities, serious injuries, operational downtimes, extensive
repair costs, legal liabilities, and irreversible damage to reputations [2]. In these settings,
asset integrity management (AIM) and process safety management (PSM) emerge as
important disciplines to proactively identify and mitigate risks associated with processes
handling highly hazardous materials. PSM is a multifaceted approach that integrates
preventive and corrective measures along with robust safety protocols and procedures [3].
AIM compliments PSM by focusing on the reliability and integrity of physical assets.
This includes equipment maintenance and the upkeep of infrastructure and operational
processes for safe operations [4-8].
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Historically, AIM and PSM have been treated as separate disciplines, managed inde-
pendently with ad hoc interfaces. However, there are synergistic benefits of integrating the
two systems to bring about a paradigm shift in the industry to leverage the strengths of
both systems. This can foster a comprehensive approach to achieving their common goal
of reducing risks to levels as low as reasonably practical (ALARP), presented by Figure 1,
where potential hazards are reduced to the lowest possible levels, with the costs, efforts, and
strategies involved being significantly outweighed by the resulting benefits. The novelty of
this holistic review firstly lies in the identified gaps associated with the non-integratedness
of the concepts of AIM and PSM. The research, furthermore, through an exploratory review
process, demonstrates the gains associated with the integration of AIM and PSM over the
isolated deployment of these concepts. Furthermore, an innovative, unified framework that
integrates AIM and PSM, designed to bridge identified gaps, is proposed. Furthermore,
practical and actionable recommendations for industry practitioners, policymakers, and
regulatory agencies are presented.
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Figure 1. COMAH ALARP criteria: deaths per annum [8].

Recent technological advancements have the potential to catalyze this integration,
for example, digital twins and predictive analytics that can allow for timely interventions
to significantly improve asset reliability and safety [9-11]. A quintessential area where
these new advancements can play a significant role is in the management of safety-critical
equipment and systems (SCESs), also known as safety barriers. These include equipment
whose failure can lead to catastrophic events, such as emergency shutdown, fire and gas
detection, and pressure protection equipment [12,13]. Further synergies between AIM and
PSM are evidenced by their combined contributions to an inherent safe design, which are
instrumental in minimizing risks at their sources [14].

This research has addressed the following underlisted objectives and focus areas:

i.  Identify the gaps in current industry practices and the literature by analyzing the
existing industry practices and academic literature.

ii. Investigate the synergistic benefits of integrating AIM and PSM by analyzing the
potential advantages of their combined implementation and their impact on advancing
the effected SDGs.
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Number of fatalities

iii. Propose an innovative, unified framework that integrates AIM and PSM, designed to
bridge identified gaps.

iv.  Provide practical and actionable recommendations for industry practitioners, policy-
makers, and regulators to effectively implement the proposed framework.

Rationale

The continued recurrence of major incidents within the industry is strongly tied to
the fragmented implementation of AIM and PSM systems. Figure 2 shows the number of
fatalities reported by the International Association of Oil & Gas Producers (IOGP) from
2014 to 2013. These incidents have led to the tragic loss of lives, irreversible environmental
damage, and significant financial setbacks, posing challenges to meeting multiple UN

Sustainable Development Goals (SDGs).

FAR (fatalities per 100 million hours worked)

2014

2015
2016
2017
2018
2019
2020
2021
2022
2023

== Fatalities == FAR

Figure 2. Number of industrial fatalities and fatal accident rate (2014-2023) [15].

The integration of AIM and PSM offers a transformative pathway towards advancing
SDG 3 (Good Health and Well-being), SDG 6 (Clean Water and Sanitation), SDG 8 (Decent
Work and Economic Growth), SDG 9 (Industry, Innovation, and Infrastructure), SDG 12
(Responsible Consumption and Production), SDG 13 (Climate Action), SDG 14 (Life Below
Water), and SDG 15 (Life on Land). Table 1 provides a summary of nineteen major industrial
incidents, depicting a set of case study scenarios, along with an analysis of their root causes
directly linked to the mentioned SDGs.

Table 1. Major process safety incidents with fatalities [16].

Date

Country Event PSE Type Fatalities

Reported Root

Affected SDG
Causes

4 January 1966

France Feyzin BLEVE 18

Inadequate

procedures 36,912

23 July 1984

USA Romeoville Explosion 17

Inadequate inspection

and testing 3,6,9,12

2 December 1984

India Bhopal

Poor process safety
management
Aging plants

Poor emergency
preparedness

Chemical leak >20,000 3,6,9,12,13
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Table 1. Cont.
Date Country Event PSE Type Fatalities Reported Root Affected SDG
Causes
6 July 1988 UK Piper Alpha Explosion 167 Poor work practices 3,8,9,12,14
22 March 1987 UK Grangemouth Explosion 1 Safety mstrumented 3,6,9,12
systems failure
9 November 1992 France La Mede Explosion 6 Poor plant layout 3,9,11,12
21 January 1997 USA Avon Runaway 1 Safety instrumented 3,8,9
reactions systems failure
23 February 1999 USA Avon Fire 4 Poor work practices 3,8,9
Inadequate process
21 September 2001 France Toulouse Explosion 30 knowledge 3,9,12
Poor hazard
identification
Poor corporate
23 March 2005 USA Texas City Explosion 15 safety culture 3,6,8,9
Inadequate operating
procedures
. Mumbai High . Poor corporate
27 July 2005 India North Explosion 22 safety culture 3,6,8,9
5 November 2005 USA Delaware City Asphyxiation 2 Poor work practices 3,8,9
Poor material
2 April 2010 USA Anacortes Explosion 7 selection during 3,9,12
construction
Lack of training
Inadequate process
20 April 2010 USA Macondo Explosion 11 knowledge 3,8,9
Poor hazard
identification
19 November 2013 Belgium Antwerp Explosion 2 I.nadequate. 3,8,12
equipment design
11 February 2015 Brazil Camarupim Explosion 9 Poor management of 8,9
change process
12 August 2015 China Tiajin Explosion 173 Failures of risk 3,9,13,15
management systems
Czech . Human error
22 March 2018 Republic Kralupy Explosion 6 Lack of supervision 8,9
Lack of risk awareness
4August 2020 Lebanon Beirut Port Explosion 204 Poor process 3,9,12,15

safety management

The 2017 Baker Panel Report [17], officially titled “The BP U.S. Refineries Independent
Safety Review Panel”, was initiated following the catastrophic Texas City refinery explosion
in 2005. The panel sought to comprehensively assess BP Texas’s AIM and PSM performance
and provide actionable recommendations for improvement. Using quantitative analyses,
the report examined key areas such as incident rates, employee perceptions, resource
allocation, and compliance with safety practices, highlighting misaligned priorities that
came with the management of AIM and PSM in isolation.

Table 2 provides the quantitative outcomes from the Baker Panel Report that are critical for
understanding the root causes of safety challenges and guiding future safety improvements.
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Table 2. The Baker Panel’s main quantitative outcomes [17].

Research Area

Outcome/Metric Description

Incident Rates

Quantitative data highlighted a higher
frequency of process safety incidents,
demonstrating a need for
improved controls.

Higher rates of significant incidents at BP
refineries compared to
industry averages

Inadequate tracking and benchmarking Identified gaps in the systematic collection
Process Safety Metrics of leading and lagging indicators (Tier and analysis of key safety performance
1-4 PSE) indicators.
40% of employees expressed concerns Quantitative survey results reflected
Employee Safety Culture Surveys about management’s commitment to skepticism about leadership’s prioritization
safety of safety initiatives.
Training Completion Rates Less th;fm 70% of employees r.ec.elved Indlcated.a §1gn1flcapt gap in meeting process
required process safety training safety training requirements across facilities.
15% lower investment in safety Revealed insufficient financial resources
Resource Allocation infrastructure compared to allocated toward safety improvements
industry benchmarks relative to comparable facilities.
Quantitative data from surveys showed
i o
Tncident Reporting Frequency Fear of retaliation reported by 30% of reluctance among employees to report safety
survey respondents concerns due to fear

of consequences.

Inspection and Maintenance

Analysis of records showed consistent delays
in adhering to inspection and maintenance
schedules.

Delayed or incomplete maintenance in
25% of critical equipment reviews

By providing quantitative evidence of deficiencies, the Baker Panel Report established a
foundation for BP and the wider refining industry to adopt data-driven safety improvements.

In his book, ref. [18] presented a case study titled “a trip will fail to operate”. Despite
PSM being in place, a trip still failed to function adequately under certain stochastic
conditions. The scenario described in the book presented a case scenario in which a
trip valve, intended to close and open a valve when a temperature, pressure level, or
concentration got too low or too high, failed to operate. As a result of this failure, tanks were
seen overflowing, equipment got extremely hot, and other unwanted systems reactions
played out due to the trip failure. It was noted that the various trip failures were due to
reasons that spanned across the nonregular testing of trips, poor or non-thorough testing
processes, altered testing set points, and a trip temporarily made inoperative for safety
reasons, amongst others. However, it was pointed out that even though the above testing
issues were the orchestrators of the trip failure, a special scenario referred to as “random
failure” played out in another tripping event without testing issues, hence negatively
impacting on the functionality of the tripping mechanism responsible for the control of a
system of machines despite having no issues with testing. Random failure surpasses PSM
but can be checked and largely minimized with the integration of AIM, which seeks to look
beyond the traditional process safety management scheme. AIM focuses on reliability and
availability, including the risk of operating a system under odd conditions for a sustainable
period of time, hence fostering system adaptability to extreme scenarios.

In a similar scenario of tripping failure, out of 525 trials with testing, in 401 trials
issues were detected prior to a failure regarded as dangerous, while in 0 trials were issues
detected without testing. On the other hand, 69 dangerous failures were undetected with
testing, while 470 dangerous failures were undetected without testing, and in 55 trials a safe
failure was undetected without testing, and in 55 safe failure was undetected when testing
was conducted. This resulted in an 85% diagnostic coverage of dangerous failures when
testing was effected and a 0% diagnostic coverage of dangerous failures without testing
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(Aschenbrenner, 2016). Despite conducting testing on the trip device, indicating PSM
being in place, the level of failure could be seen to fluctuate in possible random scenarios
beyond basic adherence to process safety management. Asset integrity management with a
broad spectrum of enhancement strategies including re-design, design enhancement, and
reliability-centric operations and control would minimize the level of exposure to failure of
the tripping and control device.

Ref. [19] further presented a case study titled “a Heavy Oil Tank will foam over”.
This case study depicts a case of AIM. An instance of foam-over was presented when a
random staff member added hot oil at a temperature of over 100 degrees to a heavy oil
tank containing a layer of water. The water vaporized with explosive violence. The height
of the tank in this instance was 25 m. Apart from the tank rupturing, it was covered with
black oil. To prevent this scenario from happening, the oil should have been cooled below
100 degrees, while a high temperature alarm should also have been fitted to the oil line.
Otherwise, if this preventive measure would not have been possible, the liquid in the tank
should have been kept above 100 degrees so that the water which got into the tank was
vaporized. This follows from the fact that the oil at this point was highly viscous.

2. Materials and Methods

This systematic review followed the Preferred Reporting Items for Systematic Reviews
and Meta-Analyses (PRISMA) guidelines (see Supplementary Materials). The process
began with the definition of the research questions as advocated by [20,21]. Articles were
sourced from academic and industry databases, including Google Scholar, Scopus, Semantic
Scholar, and CrossRef. Gray literature was sourced from the internet webpages of oil and
gas operators, the International Association of Oil & Gas Producers (IOGP), the Centre for
Chemical Process Safety (CCPS), the US Occupational Safety and Health Administration
(OSHA), the Energy Institute (EI), Shell AIPSM, the UK HSE Executive, British Petroleum
SEMS, and the ISO 55001 standard series.

Searches were designed to be inclusive by using sing keywords and Boolean operators
like “Process Safety Management AND Asset Integrity Management”, “Integration of PSM
and AIM AND petrochemical installations”, and “safety-critical equipment AND Industry
4.0”. No temporal restrictions were applied, allowing for the inclusion of both foundational
and contemporary studies. Harzing’s Publish or Perish tool facilitated efficient searches
across these databases.

Included were published studies explicitly addressing PSM and AIM or their integra-
tion within the petrochemical sector that were published in peer-reviewed journals and
industry reports. Studies outside the petrochemical context, lacking methodological rigor,
or not in English were excluded. Studies that did not directly address AIM and PSM were
also excluded following the screening process described by [21].

This systematic process identified 660 publications initially. After removing duplicates,
396 studies were retained for abstract screening. From these, 214 studies were found to align
with the research objectives and were shortlisted. Full-text assessments further narrowed
the selection to 164 articles for final analysis. Figure 3 presents the details of this screening
and selection process.
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Figure 3. PRISMA workflow and results from article selection [22].

3. Results

A total of 114 peer-reviewed articles, including gray literature and publications, were
considered. The analysis and interpretation of the articles and publications identified
emerging technologies, risk reduction, and operational resilience as the main themes and
contrasting viewpoints within the literature. The findings from the reviewed articles are
reported in the Section 4 discussion.

4. Discussion

This section details the common AIM and PSM models and their contributions to the
safety performance and sustainability of onshore refineries and petrochemical installations.
The promises they bring with their integration with the emerging technologies of the fourth
industrial revolution (4IR) are explored. Lastly, the systems’ deficiencies and areas of

improvement are summarized.

4.1. AIM and PSM Systems in the Industry

Table 3 lists the common PSM and AIM standards in the industry and the literature.
Due to its broad focus, ISO 55001 [23] is the standard AIM reference in the industry. Other
support systems that complement ISO 55001 include (i) Total Productive Maintenance (TPM),
which aims to maximize equipment effectiveness through employee involvement and a focus
on proactive and preventive maintenance [24]; (ii) reliability-centered maintenance (RCM),
which focuses on prioritizing maintenance efforts based on the criticality of asset failures [25];
(iii) Lean Maintenance (LM), which applies sustainable principles to maintenance activities
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to reduce waste and improve efficiency [26]; and (iv) Six Sigma to reduce variability in

maintenance processes and improve the overall equipment effectiveness [27].

Table 3. Common AIM and PSM standards with elements.

UK- ISO
Elements OSHA RBPSM DuPont EIPSM  Shell HSE BP 55001
Leadership Commitment and
! Responsibility v % % % v %
Compliance with Legislation
2 and Industry Standards v v v v v
Employee Selection, Placement,
3 and Competencies v v v v
4 Workforce Involvement Vv Vv Vv Vv Vv Vv
Communication with
> Stakeholders v v % v
Document, Records, and
6 Knowledge Management v v v v v v v v
Hazard Identification and Risk
7 Assessment v v v v v v v v
Operating Manuals
8 and Procedures v v v v v v v
Work Control, PTW, and Task
? Management v v v v v v
10 Inspection and Maintenance Vv Vv Vv Vv v Vv vV Vv
Contractor and Supplier
1 Selection and Management v v v v v v v v
12 Training Vv Vv Vv v Vv Vv Vv
Management of Change and
13 Project Management v v v v v v v
Operation Readiness and
14 Process Startup v v v v v v
15 Standards and Practices Vv Vv v v Vv
16 Emergency Preparedness Vv Vv Vv Vv Vv Vv vV
Incident Reporting
17 and Investigation v v v v v v v
Process and Operation Status
18 Monitoring and Handover v v % v v v
Audit Assurance and
19 Management Review Vv Vv Vv Vv Vv Vv vV Vv
and Intervention
Management Review and
20 Continuous Improvement v v v
21 Trade Secrets Vv
2 Management of Y,
Subtle/Personnel Change
Management of
23 Safety-Critical Devices v v v
Management of
24 Operational Interfaces v
5 Support (Resources, J J

Support Tools)
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Table 3. Cont.
UK- 1SO
Elements OSHA RBPSM DuPont EIPSM  Shell HSE BP 55001
26 Planning (Risk Mitigation) Vv
27 Asset Life Extension v
28 Lifecycle Management Vv
For clarity and to streamline resource allocation, the elements were organized into the
focus areas of leadership, hazard identification, risk management, continuous improvement,
and management reviews. This fostered a balanced approach to effectively integrate
managerial, technical, and operational aspects. Table 4 outlines how these elements were
grouped into their respective categories.
Figure 4 presents the CCPS Risk-Based Process Safety (RBPS) PSM system model,
which is built on the categorization of the above elements into four main pillars: Leadership
Commitment, Hazard Identification, Risk Management, and Continuous Improvement.
This model provides a structured framework for integrating these critical elements into a
cohesive safety management system.
Table 4. AIM and PSM elements grouped into their respective pillars.
Main Pillar AIM/PSM Elements Standards Addressed
1.  Leadership commitment
and accountability
2. Workforce involvement
3 Stakehold cati OSHA PSM, RBPSM (AIChE), DuPont
Leadership Commitment L T a ‘i older ?"Tmumfa on . PSM, EI PSM, Shell PSM, UK HSE, BP
. mp oyee se EC. 10n, p acement, SEMS, ISO 5500
and competencies
5. Training and competencies
6.  Open communication culture
1. Hazard identification and
) gSk assessfmten.t formati OSHA PSM, RBPSM, DuPont PSM, EI
Hazard Identification - frocess saletyanformation PSM, UK HSE, Shell PSM,
3. Incident reporting and investigation BP SEMS
4. Compliance with legislation and industry
standards
1.  Management of change (MOC)
2. Emergency preparedness and response
i' ‘S*sfsett ms,lz?dion and maintegance OSHA PSM, DuPont PSM, EI PSM, Shell
Risk Management - Jaletyzentical equipment an PSM, UK HSE, BP SEMS,
systems management 1SO 55001
5. Operating procedures
6.  Technical integrity
7. Contractor and supplier management
1. Audits and assurance
2. Management reviews
3. Data management and analytics
Coni ' . ‘5*’ TE)lfecyile management RBPSM, Shell PSM, BP SEMS, 1SO 55001,
ontmuous mprovemen . per.a 10nal readiness an OSHA PSM, EI PSM
learning systems
6.  Process safety metrics
7. Performance monitoring
8. Continuous learning initiatives
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Table 4. Cont.

Main Pillar

AIM/PSM Elements Standards Addressed

Management Reviews

1. Audit assurance and
management reviews

2. Monitoring process and
operational changes

3. Corrective action implementation

OSHA PSM, RBPSM, EI PSM, UK HSE,
Shell PSM, BP SEMS

Process Safety Culture
Compliance with Standards
Process Safety Competency

Workforce Involvement

Stakeholder Qutreach

Operating Procedures

Safe Work Practices
Asset Integrity and Reliability
Contractor Management
Training and Performance Assurance
Management of Change
Operational Readiness
Conduct of Operations
Emergency Management
Incident Investigation
Measurement and Metrics
Auditing
A BT

Process Knowledge Management
Hazard Identification and Risk Analysis

[ I I I I . I | [ I I | | I [ ] [ | [ [ ]
i Understand _ .
Commit to Process Safety Hazsrdl(s and Manage Risk Learn from Experience

isks

Figure 4. AIM/PSM element categorization into focus pillars [28].

4.2. AIM and PSM Contributions

While AIM and PSM systems may not directly be linked to the United Nations Sustain-
able Development Goals (SDGs), their contributions are significant and multifaceted. These
systems embody the principles of safe, responsible, and sustainable industrial practices
aligning with several SDG objectives [29], including SDG 3 (Good Health and Well-being),
SDG 6 (Clean Water and Sanitation), SDG 9 (Industry, Innovation, and Infrastructure), SDG
12 (Responsible Consumption and Production), SDG 13 (Climate Action), SDG 14 (Life
Below Water), and SDG 15 (Life on Land).

Fourth industrial revolution innovations and Al offer new opportunities for sustain-
ability and open innovation. For instance, blockchain technology can enhance transparency
and traceability in supply chains, as demonstrated in the Thai fish industry. Similarly, ma-
chine learning applications in pipeline integrity management showcase advanced proactive
approaches that support environmental protection and sustainability goals [30,31].

4.2.1. Mitigation of Water and Air Pollution

Leaks and fugitive emissions from poorly managed equipment contributing to land,
air, and water pollution contributing to climate change and posing risks to ecosystems
and biodiversity directly touch on SDG 3, SDG 6, SDG 12, SDG 13, SDG 14, and SDG
15 [32]. The consequences can extend beyond the immediate vicinity of the installations,
affecting larger regions at a global level. A study by [33] provided compelling evidence
of the significant environmental and health risks posed by volatile organic compounds
(VOCs) to communities located within the vicinity of an industrial facility. Accumulated
VoCs with the fingerprints of the plant were found over large areas beyond the industrial
park. The research emphasized the serious health risks associated with exposure to volatile
organic compounds (VOCs), including respiratory issues, neurological disorders, and the
potential for long-term cancer development. Additionally, it highlighted the environmental
impact, particularly the decline in air quality and the resulting widespread ecological harm.



Sustainability 2025, 17, 286

11 of 30

AIM and PSM systems can contain VoC releases by identifying and controlling their sources
through monitoring protocols and maintenance practices.

The findings of [34] on VOC emissions from petrochemical industries within New
Delhi, India, mirror those of [33]. The study recommended the implementation of advanced
control technologies and asset integrity management to capture VOCs in a timely manner
at their potential sources.

Other studies accentuating the importance of AIM and PSM systems in addressing
water and air pollution include [35], which explored the environmental impact of particulate
matter emissions from onshore refineries, and [36], which analyzed the broader effects of
governing policies on environmental pollution. However, neither study addressed the
critical role of human factors in the successful implementation of these systems.

4.2.2. Reduction in Process Safety Incidents

AIM and PSM are frameworks within the broader discipline of safety with pivotal
roles in reducing industrial accidents, with their respective programs complementing each
other. These include risk-based approaches with advanced decision-making capabilities
to quantify risks and cost-benefit analysis [37-39]. However, ref. [40] argues that the
successful implementation of these initiatives depends on fostering a strong safety climate
through effective communication and encouraging employee participation.

4.2.3. Safeguarding Reputation

Public trust erodes with industrial incidents, especially when these contribute to safety
and environmental conflicts with local communities. These can have detrimental effects on
plants’ reputations and undermine social licenses to operate. A study conducted by [41] on
reputational risks in the oil and gas industry examined the role of social and mainstream media
in influencing public opinions and perceptions. To avoid negative reactions from the public,
industries must learn from their peers’ past incidents to enhance their own accountability to
build trust among consumers, investors, and regulatory bodies [42]. These observations are
strongly supported by the research work presented in [43]. Here, the study focused on the
public’s perception of risks from the Carburos Metalicos petrochemical complex following
several chemical-related accidents that resulted in fatalities between 2019 and 2020. The
study used a public participation geographic information system (PPGIS) that correlated
risk perception data from sociodemographic surveys to analyze the perceived risks from the
public’s perspective. The findings showed that the surrounding populations could identify
the main sources of chemical risk and locations vulnerable to potential explosions. These
results underscore the necessity of incorporating public perception into strategies aimed at
improving Health, Safety, and Environmental (HSE) performance, emphasizing the crucial
role of public participation in enhancing the safety and resilience of industrial operations.

4.2.4. Driving Industry 4.0 Advancements

The fourth industrial revolution (4IR) represents a transformative shift in industrial
practices, characterized by an unprecedented fusion of technologies blurring the lines
between the physical, digital, and biological spheres. Inputs from AIM and PSM systems
are contributing to the advancement of 4IR technologies. For instance, inputs from an asset
management system in Nigeria improved the performance of a 4IR technology algorithm
under development whose outputs significantly altered road transport asset management
practices [44]. Contributing to the advancing 4IR presents both opportunities and chal-
lenges; for example, efforts to digitalize process systems in one drilling establishment
brought about heightened concerns about cybersecurity and the compromised reliability
of automated systems and brought new challenges that required personnel to acquire
new skill sets [45]. Therefore, the challenge for industries is to embrace the benefits of the
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4IR while simultaneously developing robust strategies to mitigate the emerging risks and
ensure the safety and integrity of their processes and assets.

AIM and PSM systems have enormous potential to expand the technological space
of the fourth industrial revolution (4IR). The 4IR is the fusion of the physical and digital
worlds and the utilization of Al three-dimensional (3D) printing, and the Internet of Things
(IoT) to create unprecedented opportunities in the industry [46]. The IoT is a network of
physical items equipped with sensors, software, and other technologies linked together via
the internet or other forms of communication. These devices are capable of data collection,
coupled with securely sharing information without the need for a computer or human-
computer interaction. In this context, IoT opportunities include the possibility for process
control and safety equipment to communicate and share real-time information with each
other. Al can analyze the historical data they generate to uncover patterns that can assist
us to make predictions. To supplement Al, virtual models, which are the computational
representation of real or abstract systems, can be created to simulate credible equipment
and process scenarios [47]. Through simulations, they can envision complex processes
and equipment failure modes for early interventions. These predictions assist us to make
advance decisions to avoid or mitigate undesired conditions. Three-dimensional printing
technologies can manufacture equipment and needed spare parts in-house on time and on
demand, saving on delivery times and outsourcing costs.

Both systems generate substantial data that require analysis to produce usable man-
agement dashboards and key performance indicators (KPIs) for decision-making and
continuous improvement. PSM KPIs include Four-Tiered Process Safety Events (PSEs)
described in Figure 5, with Tier 1 incidents having severe financial losses, injuries, or
fatalities. AIM KPIs include a focus on asset performance and availability [48-50].

E as per API 754) —  CCPS common lagging
f severity which indicators
stry-wide process

Process Safety Inci,
incidents which
should be repo:

safety metric CCPS common lagging

indicators. These two (Tier

Process Safety Event Tier 2: (Tier 2 PSE as per AP1754)

incidents which did not meet the definition of a PS incident for the purposes of
the industry PS incident metric. (e.g., loss of primary containment incidents or fires
causing reportable incidents that restricted work, required medical treatment or were
more than 0% of the quantity of a PSI)

Near-Miss: Minor LOPCs or system failures which could
have led to an incident.
(e.g., instrument had failed, pipe thickness was low)

Unsafe Behaviors or Insufficient Operating Discipline:
measurements to ensure that the safety protection layers, and
operating discipline are being maintained.

Figure 5. Process safety metric pyramid [51].

1 and Tier 2) should be
collected as independent
or infegrated company
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Collect for the learning
benefit, to improve
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CCPS common leading
indicators

The practice of manually collecting and manipulating substantial amounts of back-
ground data through conventional methods such as Excel spreadsheets is time-consuming,
prone to error, and often results in incorrect conclusions. Fourth industrial revolution
technologies have the potential to automate most KPIs to improve operational efficiencies.
KPIs can be integrated with virtual and augmented reality technologies to simulate credible
scenarios to improve emergency response training programs [52-54].
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4.3. Identified Gaps

This review identified seven gaps and opportunities to fuel further research. These
are (1) the integration of AIM and PSM,; (2) the establishment of regulatory frameworks
to govern AIM and PSM; (3) the enhancement of human aspects, competencies, and or-
ganizational safety culture; (4) the incorporation of technological advancements; (5) the
development of practical implementation guidelines for AIM and PSM; (6) a lack of contin-
uous improvement through learning from experiences; and (7) a lack of comprehensive
data analytics and management.

4.3.1. Integration Between AIM and PSM Systems

The discourse on the integration of AIM and PSM within the academic and profes-
sional literature remains sparse. This gap is evident in current industrial practices despite
fundamental links between the two. Most studies examine AIM and PSM as separate
domains, overlooking the interconnected relationship between physical asset integrity and
chemical process safety. This prompted [55] to highlight the need for a cohesive approach,
but they stopped short of providing an integration framework. These oversights under-
score missed opportunities for enhancing operational safety and reliability through unified
strategies that bridge the gaps between chemical process safety and the physical condition
of assets.

4.3.2. Formulation of Comprehensive Regulatory Frameworks

This is a concern due to the amplified risks that come with the growing complexity of
industrial operations. While there is a wealth of literature on the principles and practices of
AIM and PSM, studies into the effectiveness of regulatory frameworks and enforcement
mechanisms are sparse. Ref. [55] touched on the integration of safety and security in the
chemical industry, acknowledging the role of regulations; however, the work did not delve
into the specifics of how regulatory frameworks or their enforcement could impact AIM
and PSM practices.

4.3.3. Human Factors, Employee Competencies, and Organizational Safety Culture

Human factors, encompassing a range of psychological, physical, and social inter-
actions between humans and systems, significantly influence the effectiveness of safety
management practices. When aligned with employee competencies (specific knowledge,
skills, and abilities required to perform tasks safely and effectively), these elements can
collectively contribute to a robust safety culture within an organization.

Human Factors

The current body of literature on AIM and PSM exhibits significant gaps in the areas
of human factors, employee competencies, and organizational safety culture, presenting
missed opportunities for advancing the understanding and implementation of safety man-
agement practices that are critical to preventing accidents and ensuring safe operations.
Despite the acknowledgment of human errors as primary contributors to industrial acci-
dents, there is a discernible lack of focused research that integrates human factors within
the frameworks. For example, ref. [56] introduced a new accident model emphasizing
complex socio-technical systems, highlighting the importance of considering human factors
in safety management. However, detailed exploration into how human factors specifically
influence the effectiveness of AIM and PSM strategies, including aspects such as human
error, operator decision-making, and ergonomic design, remain sparse.

A study by [57] analyzed the systemic causes of the Bhopal disaster using a system
dynamics model to evaluate the safety management system. It highlighted key contributing



Sustainability 2025, 17, 286

14 of 30

factors that included faulty safety equipment, insufficient training, deficient decision-
making by operators, and a managerial body focused on production at the expense of
safety. The study demonstrated how the interconnection of these factors affected the
feedback loops within the organization. By simulating the dynamics of these relationships,
the research provided valuable insights on how systemic failures in safety management
systems can lead to incidents. Additionally, it offered a framework for enhancing safety
practices in industrial environments.

Although the research provided valuable insights, its reliance on retrospective analysis
introduced biases that may limit the general applicability of its findings. A system dynamics
model effectively illustrates relationships; however, it oversimplifies the complexities of
real industrial operations and human behavior. The study also lacks empirical validation,
which reduces its practical relevance to current safety practices.

Employee Competencies

Competency management ensures that personnel are equipped with the necessary
knowledge, skills, and attitudes to perform their roles safely and effectively, yet there is a
striking scarcity of studies that examine competency frameworks tailored to the unique
demands of AIM and PSM. Works on behavior-based safety [58-61] underscore the value
of competency development in achieving safety excellence. Nevertheless, the literature
lacks comprehensive analyses of how to tailor and implement AIM- and PSM-specific
competencies. This gap highlights the need for empirical research to probe the development,
assessment, and continuous improvement of competencies to ensure that personnel are not
just technically capable but also adept in identifying and mitigating dynamic risks inherent
in their operations.

Research by [62] used the Cognitive Reliability and Error Analysis Method (CREAM)
to evaluate human reliability in a Liquefied Petroleum Gas (LPG) company. The research
revealed that human errors contribute to operational risks due to organizational short-
comings, cognitive stressors, and external environmental factors. The study highlighted
the interplay between human performance, procedural adherence, and systemic feedback
loops, revealing how unresolved incidents can escalate to larger systemic failures. The
study showed the effectiveness of the CREAM in diagnosing and mapping these inter-
actions, identifying high-risk scenarios, and providing insights for timely interventions.
However, the study focused on a specific case (an LPG company) potentially limiting the
application of the findings to other industries and contexts. Moreover, the reliance on the
CREAM without considerations of external factors such as regulations or market condi-
tions constrains its validation due to a limited contextual application. Additionally, the
study leaned more toward quantitative over qualitative insights; this potentially overlooks
human and organizational factors.

Organizational Safety Culture

Organizational safety culture, defined as the shared attitudes, values, norms, and
practices that influence an organization’s approach to risk and safety management, plays a
pivotal role in the effectiveness of safety systems. Yet, studies on the nuanced ways in which
safety culture influences AIM and PSM practices are lacking. Works like those of [63-66]
provide an early discussion on the significance of safety culture. However, there is a scarcity
of empirical research that links the specific attributes of a safety culture to successful AIM
and PSM. These attributes include leadership commitment, employee engagement, and
open communication, underscoring the need for more research in this field.
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4.3.4. Integration with Technological Advancements and Industry 4.0

Operators frequently rely on outdated systems for equipment monitoring and risk
management instead of adopting advanced technologies. This reluctance is primarily
driven by the high costs involved and, in some cases, the challenges or impracticalities
of integrating legacy systems with modern technologies. This is evident in older plants,
including ADNOC assets located on Das Island, which depend on manual human interven-
tions to activate emergency shutdown systems and to perform integrity inspections. These
assets were notably underrepresented at ADIPEC 2024 Energy”!, where Al capabilities
were showcased in the automation of asset management [67].

4.3.5. Practical Implementation Guidelines

While conceptual frameworks and theoretical models for AIM and PSM abound, there
is a notable scarcity of research focused on providing actionable, step-by-step guidelines
that organizations can follow to effectively implement these systems. This gap is partic-
ularly evident when it comes to adapting these frameworks to the diverse and complex
realities of various industries. For instance, the works by [68-70] offer groundbreaking
insights into the design of safety systems; however, they do not translate into detailed
strategies for frontline implementation. The diversity of operational, regulatory, and cul-
tural environments across sectors poses a significant challenge to the creation and adoption
of universal systems. Studies such as [71-77] highlight the importance of adaptability
and sector-specific considerations but fall short of proposing a framework for universal
application. This shortfall underscores the need for research to bridge the gap between the
high-level principles of safety management and the practicalities of their application in a
universally adaptable manner.

4.3.6. Continuous Improvement and Adaptation

While safety management systems acknowledge the importance of continuous im-
provement practices [73-77], detailed studies focusing on their iterative application in
AIM and PSM contexts are lacking. Researchers such as [78,79] explored the role of safety
culture in driving continuous improvement, particularly in high-risk industries. They
highlighted its importance in fostering a mindset of vigilance, compliance, and proactive
risk management. However, significant gaps remain in the literature regarding the specific
methodologies needed to effectively capture and disseminate safety culture within AIM
and PSM. The absence of detailed frameworks and operational tools to systematically
integrate safety culture into these areas limit the ability of most organizations to translate
theoretical principles into actionable practices.

Future research should, therefore, prioritize the developing methodologies that facilitate
the systematic integration of continuous improvement and adaptability principles to enable
organizations to effectively manage the complexities of modern industrial safety challenges.

4.3.7. Data Management and Analytics

AIPS and AIM data integration with industrial resource planning platforms such
as SAP and Oracle is scarce in the literature. A study by [80] examined the role of data
analytics and integration in risk management; however, these examinations did not provide
examples of tools and case studies for such integration. This gap is an opportunity to
develop data-driven insights to improve the overall management of safety and integrity
in industrial operations. Integration platforms such as the AVEVA Unified Operations
Center [81] can be used to link AIM and PSM data with industrial enterprise resource
planning (ERP) tools.
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However, these systems come with challenges that include high implementation costs,
integration with legacy systems, data synchronizing across integrated platforms, and cyber
security vulnerabilities.

4.4. Proposed Strategies for Effective AIM and PSM Implementation

To achieve a mature AIM and PSM implementation, a structured maturity four-phased
model of Plan, Access, Validate, and Report, presented by Figure 6, was developed for each of
the proposals to address the above-identified gaps. These phases create a scalable, iterative
process that fosters a sustainable strategy for implementation and organizational excellence.
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Figure 6. Proposed AIM and PSM maturity model [82,83].

The Plan phase involves establishing a clear vision, aligning organizational objectives,
and engaging stakeholders for collaboration and ownership. The Access phase will establish
robust governance frameworks with leadership overseeing decision-making to ensure
compliance. Compliance mechanisms can be through assurance mechanisms such as audits
and performance reviews. The Validate phase will assess risks and opportunities through
evaluations, the identification of barriers, and refining the strategies with contingency
measures. Finally, the Report phase will leverage digital technologies and Al for data
analysis, performance tracking, and decision-making. Research by [82,83] demonstrated
that these principles enhance performance and foster a proactive culture and sustainable
success, building a strong foundation for a long-term competitive advantage.

4.4.1. Robust Risk Assessment and Management

A comprehensive risk assessment process is crucial for identifying and mitigating
potential hazards. This is one motivation for the integration of AIM and PSM to allow
for a more holistic view of both the safety and integrity aspects of operations. The use of
data-driven approaches, such as real-time monitoring systems and predictive modeling,
can provide invaluable insights for proactive decision-making. This is best practice and a
necessity in the current industrial landscape, where dynamic operational environments are
the norm.
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4.4.2. Training and Competency Development

The successful implementation of AIM and PSM systems requires a well-trained and
competent workforce. Comprehensive training programs and competency development
initiatives enhance the capabilities of personnel in handling uncertainties effectively. Equip-
ping employees with the necessary knowledge and skills enables them to identify and
manage risks and respond to unexpected events. Training programs can cover a wide range
of areas, including process safety, asset inspection and maintenance, emergency response
protocols, and the use of advanced monitoring and diagnostic tools. Furthermore, investing
in the training and development of personnel fosters a behavioral change that drives the
development of the safety culture needed.

4.4.3. Regulatory Compliance and Enforcement

Comprehensive regulatory frameworks should mandate that industries demonstrate
the establishment of a Health and Safety Management System that complies with recog-
nized frameworks, such as OSHA’s 29 CFR 1910.119 or EU Seveso III Directive for PSM
and ISO 55001 for AIM, as a prerequisite for obtaining operating licenses. Additionally,
pre-licensing audits and the periodic submission of hazard assessments to regulatory
authorities should be mandated as integral components of compliance monitoring.

Regulatory frameworks must be dynamic and adaptable to changing industry trends,
technological advancements, and emerging risks. The fast-paced evolution of the industry,
especially with the advent of digital technologies and the IoT, necessitates regular reviews
and updates of regulations to ensure their continued relevance and effectiveness. This
adaptability will address the complexities and nuances of modern petrochemical operations,
ensuring that safety and integrity management align with technological progress and
emerging challenges.

4.4.4. Integration of Digital Technologies

Al algorithms can empower decision-making processes through the extraction of valuable
insights from the collected data. Section 4.2.4 gives valuable insights into the role of Industry
4.0 applications including their predictive capabilities, which can enable proactive maintenance
interventions, reducing the likelihood of unexpected failures and disruptions.

The digitalization of systems can facilitate the implementation of remote monitoring
and control capabilities. Real-time data transmission and remote access to critical systems
empower operators and decision-makers to monitor asset performance, identify abnormal
conditions, and take prompt actions regardless of their physical location. This remote moni-
toring capability increases operational efficiency, reduces the response time to uncertainties,
and enhances the overall risk management. Moreover, digital platforms and cloud-based
solutions enable centralized data storage, easy accessibility, and efficient collaboration
among various stakeholders, as shown in Figure 7. With adequate cybersecurity measures,
this can facilitate seamless information sharing, improve communication, and enhance
collaboration among various departments and teams involved in the implementation of
AIM and PSM systems [84,85].

The illustrated concept is in its infancy, representing a collaboration between the
author’s oil and gas company and an IT service provider to harness the capabilities of Al to
integrate multiple company work streams. Of relevance to this work is enhancing AIM and
PSM by streamlining the management of safety-critical equipment through work schedule
optimization and consolidating Process Safety Performance metrics from eight operating
sites distributed across the country.
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Figure 7. Integration concept for business work streams. KEY: EAM—Enterprise Asset Man-
agement; ERP—enterprise resource planning (SAP); BMS—Battery Management System; and
MES—Manufacturing Execution System.

4.4.5. Collaboration and Knowledge Sharing

This can be though merging cross-functional skills to have a holistic mindset in
risk management, for example, by managing AIM with a PSM mindset as advocated
by [86]. Operators, who are at the forefront, can share practical field insights, lessons
learned, and real-world case studies. This information exchange can allow others in similar
industries to understand encountered challenges, strategies adopted, and potential pitfalls
to avoid. Industrial collaboration in these fields can foster a learning culture to enhance
risk management.

Industrial associations focusing on integrated AIM and PSM systems can provide
platforms for stakeholders to come together, exchange ideas, and collectively address shared
challenges. Through conferences, workshops, and forums, these associations can provide
a platform for networking, knowledge sharing, and the dissemination of best practices
to each other. Collaborations can create supportive environments that foster resilience
in the industry, promote positive safety cultures, and drive innovation for continuous
improvement [87].

4.5. Conceptual Integrated AIM and PSM Framework

This section introduces an integrated conceptual framework for AIM and PSM, de-
picted by Figure 8. To achieve a comprehensive approach, the framework systematically
addresses the identified gaps in the existing literature and the current industrial practices
by integrating them into its structure.

The integrated framework was arrived at by first incorporating the common PSM
systems in the industry with the AIM ISO 55001 elements in Table 1, together with the
identified gaps in industrial practices and in the literature. The framework was termed the
“integrated asset integrity and process safety Management (iAIPSM) system” and intro-
duces (1) cultural and organizational barriers, (2) regulatory frameworks, (3) technological
advancements and Industry 4.0, (4) universal implementation guidelines, and (5) data
management and analytics as the new elements.
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Figure 8. Proposed iAIPSM conceptual framework.

4.5.1. iAIPSM Element 1: Leadership Commitment and Responsibility

Leadership commitment and responsibility are the drivers for navigating the complex-
ities and challenges of AIM and PSM to steer organizations towards operational excellence
and sustainable practices. Sustainable development necessitates a leadership paradigm
that focuses on safety, environmental stewardship, and social equity. This is a shift from fo-
cusing on short-term profiteering and immediate business interests to focusing on broader
societal and environmental concerns.

Leadership responsibility includes the ethical governance of operations and the ad-
vancement of a positive safety culture. The ethical dimension of leadership involves making
decisions that reflect integrity, transparency, and accountability. Additionally, advocating
for the establishment of a strong safety culture is a reflection of a leadership’s commitment
to prioritizing the well-being of employees and communities over operational productiv-
ity. Moreover, the drive towards innovation for sustainable practices requires visionary
leadership that embraces change and seeks to redefine the industry’s future [88-91].

4.5.2. iAIPSM Element 2: Cultural and Organizational Barriers

The pervasive influence of cultural and structural barriers on the efficacy of safety and
integrity management systems underscores the complex interplay between human factors
and organizational structures. However, neither the PSM nor AIM systems fully address
organizational culture and embedded structural barriers. For instance, the CCPS RBPSM
“process safety culture” element refers to the values, beliefs, and norms that are shared by
individuals within an organization regarding safety practices and behaviors. It comprises
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the organization’s commitment to safety, the attitudes of employees towards safety, and
the way safety is integrated into everyday operations. The CCPS RBPSM “workforce
involvement” element encourages engagement at all levels of an organization in safety and
integrity decisions [92].

4.5.3. iAIPSM Element 3: Compliance with Standards

This element dictates how industries must operate to adhere to established design
codes and international standards. These include the American Petroleum Institute (API),
American Society of Mechanical Engineers (ASME), and International Organization for
Standardization (ISO) standards and the National Fire Protection Association (NFPA) codes.
These standards encapsulate the cumulative knowledge and best practices developed
through years of industry experience and research.

Moreover, aligning with these standards facilitates continuous improvement and oper-
ational excellence through the adoption of proven methodologies and technologies. This
alignment involves regular audits, certifications, and reviews that encourage organizations
to continually evaluate and upgrade their safety and asset management practices.

4.5.4. iAIPSM Element 4: Stakeholder Outreach

Stakeholder outreach plays a pivotal role in establishing a transparent, inclusive, and
collaborative environment. This facet of iAIPSM includes the systematic engagement of all
parties impacted by or having interests in the operational integrity and safety of a facility.
These include employees, local communities, regulators, industry groups, and sharehold-
ers. The primary objective of stakeholder outreach is to foster open communication and
partnership to ensure that all are well informed, their concerns are addressed, and their
contributions are integrated in management strategies.

Academic research supports the importance of stakeholder outreach in PSAIM, ar-
guing that successful stakeholder involvement promotes better safety performance and
operational resilience. Furthermore, empirical research by [93] on corporate social respon-
sibility (CSR) indicates that incorporating stakeholder perspectives into AIM and PSM
practices addresses ethical concerns to support strategic business goals. Through this
lens, stakeholder outreach transcends its traditional boundary as a regulatory and ethical
requirement, evolving into a strategic asset to propel organizations towards operational
excellence and sustainable development.

4.5.5. iAIPSM Element 5: iPSAIM Information

iAIPSM information is a collection of data, documents, and details regarding the
chemicals used, the process technologies employed, and the equipment utilized within a
facility. According to the CCPS and OSHA, the thorough management and accessibility of
iAIPSM information are pivotal for conducting effective process hazard analyses (PHAs),
thereby enabling the identification, assessment, and mitigation of risks. Furthermore,
iAIPSM information is instrumental in the development and implementation of operational
controls, safety systems, and emergency response protocols, ensuring that personnel are
well informed of the hazards and the measures in place to control such risks [94-96].

4.5.6. iAIPSM Element 6: Risk Management

Risk management embodies a systematic approach to identifying, assessing, and con-
trolling risks to make them as low as reasonably practicable (ALARP). This dynamic process
involves a series of steps of risk identification, analysis, evaluation, and the implementation
of mitigation strategies.

Within the iAIPSM framework, risk management is for incident prevention beyond
the traditional hazard identification and control techniques and includes holistic risk
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management methodologies that incorporate organizational, technical, and human factors
as well as harnessing the powers of AI [97,98].

4.5.7. iAIPSM Element 7: Operating Procedures

These procedures are a detailed set of instructions and guidelines designed to manage
the operational phases of process units, from the startup to normal operations, shutdowns,
and emergencies, and handle specific operational modes that may pose increased risks.
The development, implementation, and management of these procedures are mandated by
regulatory bodies such as the OSHA under PSM regulations. By standardizing operations,
these procedures mitigate the potential for human error and enhance the predictability and
stability of processes.

Well-documented procedures support effective training and competency develop-
ment among personnel, improving their ability to respond adeptly to both routine and
non-routine operational scenarios. Furthermore, the dynamic nature of operating proce-
dures advocates for their continuous review and improvement considering operational
experiences, technological advancements, and process modifications. This is to ensure that
procedures remain relevant.

4.5.8. iAIPSM Element 8: Ensure Safe Production (ESP)

“Ensure Safe Production”, also referred to as “the conduct of operations”, is a multi-
faceted approach designed to carefully control the routine actions of frontline personnel
to ensure operational safety. This principle, illustrated by Figure 9, integrates nine layers
supporting each other to ensure consistent operations within safe limits for operational
excellence [99].
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Figure 9. Ensure safe production.

4.5.9. iAIPSM Element 9: Skills, Competency, and Training

This trinity addresses the need for a workforce that is proficient in technical skills
and possesses a deep understanding of safety principles, risk management practices, and
emergency response procedures. The development of competencies and the provision of
continuous training are fundamental for ensuring that employees can identify hazards,
understand the operational controls that are in place, and take appropriate actions to
mitigate risks. Regulatory bodies, such as the OSHA and CCPS, emphasize investing in
competency development and training. These elements are central for fostering a culture
of safety and enhancing decision-making.



Sustainability 2025, 17, 286

22 of 30

4.5.10. iAIPSM Element 10: Operational Readiness

This is to ensure that facilities, systems, and personnel are fully prepared to commence
and sustain operations at the desired levels of safety and performance from the very out-
set. This concept covers a comprehensive review and verification process that ensures
all elements of an operation, ranging from equipment and systems to procedures and
human resources, are aligned with safety standards and operational requirements before
the initiation of operations. Operational readiness is particularly important during the
commissioning and startup phases of a project, where the potential for deviations from de-
sign intentions to actual operational conditions is high. Ref. [100] explored the relationship
between operational readiness processes and a reduction in safety incidents, highlighting
the effectiveness of proactive measures in identifying and addressing potential safety issues
before they escalate into actual incidents. Furthermore, the integration of operational readi-
ness into the broader framework of iAIPSM emphasizes the interconnectedness of safety,
reliability, and efficiency. This interconnectivity showcases that comprehensive operational
readiness reviews are strategic investments in the long-term viability of operations.

4.5.11. iAIPSM Element 11: Technical Integrity

This element will focus on the identification and quality assurance of critical equipment
and systems. This is partially addressed by the EI PSM (UK/EU). The identification and
integrity assurance of safety-critical equipment and systems (SCESs) serves as a linchpin
safeguard against catastrophic failures. Though the EI PSM (UK/EU) lays the founda-
tions for the management of SCESs, the system falls short of detailing their identification
mechanism. SCES identification distinguishes those assets and systems whose failure
could precipitate significant hazardous events. A SCES integrity assurance process entails
a comprehensive regimen of inspection, testing, maintenance, and validation activities
designed to establish confidence that these components function within their specified
safety parameters throughout their operational lifecycle. Furthermore, the deployment
of reliability-centered maintenance (RCM) strategies, as discussed by [101], provides a
structured approach to prioritizing maintenance efforts based on equipment criticality
and failure impact analysis. This focus on safety-critical equipment and systems drives
compliance with regulatory and industry standards in addition to fortifying operational
resilience against unforeseen disruptions.

4.5.12. iAIPSM Element 12: Management of Change

The management of change (MOC) ensures that changes to processes, equipment,
materials, chemicals, and personnel are assessed, managed, and documented to maintain
the required safety and integrity levels. The MOC is vital for identifying potential hazards
and evaluating the risk implications of changes before their implementation. The MOC
process includes a wide range of changes, including modifications to process conditions,
the alterations of operating procedures, the introduction of new materials, and changes to
personnel. The CCPS and OSHA mandate a rigorous MOC process to sustain operational
safety and to prevent incidents.

Studies have demonstrated that a well-implemented MOC process not only prevents
safety incidents but also contributes to operational efficiency and reliability. Ref. [102]
provides a detailed, step-by-step framework for incorporating risk management practices,
including process hazard analysis (PHA), into management of change (MOC) procedures
for systematic process risk management. Furthermore, the MOC process can ensure that
stakeholders are informed about changes and their implications.
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4.5.13. iAIPSM Element 13: Incident Investigations

Incident investigations involve the systematic, detailed examination of incidents to
identify the root causes and their contributing factors. These range from technical failures to
human errors and deficiencies in the management system. The primary objective of incident
investigations is to uncover underlying systemic vulnerabilities that compromise safety and
integrity without attributing blame. Ref. [103] examined the factors that influence incident
investigations and learning from them. The study identified 42 facilitators and 28 barriers,
which were organized into the four key dimensions of (1) participants, (2) the input, (3) the
process, and (4) the context. The review emphasized the role of robust reporting systems,
thorough investigations, a supportive organizational learning culture, and effective cross-
industry knowledge exchange. Challenges such as a blame culture, underreporting, and
superficial incident investigations were highlighted as the main obstacles.

4.5.14. iAIPSM Element 14: Technological Advancements and Industry 4.0

This will incorporate the role of emerging technologies and industrial advancements
in enhancing safety and integrity management practices. These technologies offer unparal-
leled opportunities for improving the monitoring, maintenance, and management of SCESs.
Furthermore, the application of Al and ML algorithms can enhance the identification and
assessment of risks by analyzing vast datasets to detect patterns and predict potential
failures before they occur.

4.5.15. iAIPSM Element 15: Data Management and Analytics

Effective data management is the ability to capture, store, update, and retrieve vast
volumes of operational and safety-related data. Analytics, on the other hand, leverages
these data through sophisticated algorithms and statistical methods to identify patterns,
predict potential failures, and optimize safety and integrity strategies. The incorporation of
data management and analytics into iAIPSM systems is indispensable, given the increas-
ingly complex and data-intensive nature of industrial operations. Moreover, the advent of
Industry 4.0 technologies further accentuates the value of data management and analytics.
This synergy between data management and analytics will facilitate a proactive approach
to safety, moving beyond reactive measures to anticipate and mitigate risks before they
manifest into incidents.

4.5.16. iAIPSM Element 16: Regulatory Frameworks and Enforcement

Regulatory frameworks through legislation, standards, and guidelines will establish
the minimum requirements for managing the integrity of operational processes and the
safety of assets to set a baseline for industrial practices. These are instrumental in delineat-
ing the responsibilities of organizations, promoting best practices, and ensuring that safety
considerations are integrated into all phases of asset lifecycle management.

On the other hand, enforcement mechanisms provide the means through which com-
pliance with regulations can be monitored, non-compliance detected, and corrective actions
mandated. Such mechanisms often involve regular inspections, audits, and the imposition
of penalties for violations, which collectively act to ensure that organizations adhere to
established safety and integrity standards. The presence of stringent enforcement measures
is associated with higher levels of compliance and has been linked to improvements in
safety outcomes and reductions in incident rates within various industries. Furthermore,
such frameworks will facilitate a level playing field among industry participants, ensuring
that competitive pressures do not lead to compromises in safety standards.

To support regulatory frameworks and enforcement, there is a need for a practical
universal implementation guideline for iAIPSM. Practical implementation guidelines will
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bridge abstract safety concepts and their real-world applications, providing clear, actionable
steps that organizations can follow to manage risks and maintain the integrity of assets.

4.5.17. iAIPSM Element 17: Audits, Assurance, and Management Reviews

Audits, assurance, and management reviews are guided by internationally recognized
standards, such as the ISO 19011 recommendations. These offer guidance on auditing
management systems to establish compliance with established standards and procedures.
Audits, in this context, will be a systematic and controlled process to determine compliance
with the requirements of all the preceding 16 elements. According to [56], audits evaluate
the effectiveness of the established controls, adherence to best practices, and compliance
with regulatory standards. These evaluations allow organizations to spot inconsistencies
and take corrective action for improvements.

On the other hand, assurance activities complement audits by providing continual
review and verification to guarantee that management systems work as intended. For
iAIPSM, assurance will entail evaluating the established management systems and methods
and their capabilities to effectively manage risks. These actions will give stakeholders
confidence that management methods are effective and meet industry requirements.

4.6. Contributions

This review represents a seminal contribution to the fields of AIM and PSM by ex-
amining and proposing solutions to identified gaps in both industry practices and the
academic literature. The work evaluates the lack of integration between AIM and PSM
systems, highlighting the necessity for a unified approach that aligns risk management
with the maintenance of asset integrity. It proposes an integrated framework that syn-
ergizes these domains, thereby enhancing operational safety and reliability. Moreover,
the research identifies the absence of robust, comprehensive regulatory frameworks and
consistent enforcement mechanisms as the major gaps. It advocates for the development
and implementation of stringent regulations and enforcement practices that are adaptable
to technological and operational advancements, thereby ensuring higher compliance and
safety standards.

This research delves into the cultural and organizational barriers that impede the
effective implementation of AIM and PSM and suggests strategies for cultivating a positive
culture and structures that support safety as a core value.

Subsequently, the research acknowledges the rapid pace of technological advancements in
the advent of Industry 4.0, recognizing their potential to transform AIM and PSM practices.

4.7. Limitations of the Study

Inherent limitations associated with a systematic literature review (SLR) methodol-
ogy are notable limitations. A SLR is inherently susceptible to publication bias, where
studies with positive findings are more likely to be published than those with negative
or inconclusive results, potentially skewing the review outcomes [104-106]. The stringent
inclusion and exclusion criteria fundamental to the SLR methodology may inadvertently
omit relevant studies that do not meet these predefined criteria. This might lead to a
narrow scope to capture the full spectrum of available evidence [107-111]. Consequently,
SLRs may suffer from the challenges of managing vast amounts of data, especially in areas
with extensive literature, which can complicate the synthesis and interpretation of the
findings [112-114].

The limitation of relying on ISO 55001 as the main AIM reference is based on its broad
strategic focus, which may not have the operational depth provided by other methodologies.
Other methodologies and systems that could complement ISO 55001 include (i) Total
Productive Maintenance (TPM); (ii) reliability-centered maintenance (RCM); (iii) Lean
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Maintenance (LM), and (iv) Six Sigma for Maintenance. Each of these systems offers unique
insights and tools for specific aspects of AIM that are not covered by ISO 55001.

5. Conclusions

This work offers a thorough analysis of asset integrity management (AIM) and process
safety management (PSM) systems. Historical fragmentation between AIM and PSM
was addressed by combining their individual components into a unified system that
integrates technical and operational elements, leading to an integrated framework called
iAIPSM. A theoretical basis for iIAIPSM was developed by synthesizing findings from over
100 academic and industry sources to provide practical insights into its application.

The framework introduces key features, including cultural and organizational factors,
advanced technological solutions, and stakeholder engagement, to create a holistic ap-
proach to risk management and bolstering operational resilience. By leveraging advanced
technologies such as artificial intelligence, machine learning, and predictive analytics,
iAIPSM facilitates real-time monitoring, predictive maintenance, and data-driven decision-
making capabilities to support sustainability in complex industrial environments.

This study’s strength lies in its alignment with global sustainability objectives. The
iAIPSM framework directly advances several United Nations Sustainable Development
Goals (SDGs), notably SDG 3 (Good Health and Well-being), SDG 6 (Clean Water and
Sanitation), SDG 9 (Industry, Innovation, and Infrastructure), SDG 12 (Responsible Con-
sumption and Production), and SDG 13 (Climate Action), highlighting its far-reaching
socioeconomic and environmental relevance.

The proposed iAIPSM framework serves as a strategic roadmap toward safer, more
reliable, and environmentally responsible operations. Future research should focus on
validating the iAIPSM framework through real-world case studies and exploring innovative
technologies to further enhance its potential.
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